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Introduction

This set of instructions will show you how to create a basic public (to your LAN) file
server using Ubuntu Linux. This allows you to turn any aging PC into a pretty nice
Network Attached Storage (NAS) device.

There are many options out there for building a basic NAS server, one notable one being
FreeNAS. I chose Ubuntu because it is flexible, popular, and widely supported. I also like
Ubuntu because of its simplicity in configuration — it is dead easy to set up a very basic
Linux server with minimal cruft installed. As an added bonus, Ubuntu Server 8.04 LTS
(Long Term Support) will be supported until 2013.

As you become more familiar with Ubuntu Linux, you can easily add new services to
your server. One day you might want to set up a local web server. Another time, you
might want to delve into a local proxy cache server or a gateway.

When I first started my blog, I used my local Linux server to learn the ins and outs of
Wordpress, Apache, and MySQL. I still use it to test out new features before I apply them
to my real blog.

Why use Linux for a NAS?

These days, consumer-grade NAS devices are available at your local Best Buy, so why
would you want to build your own?

For one, you have much more latitude in creating your shared drives when working with
a Linux file system than you might have with a NAS device'.

For example, a slightly geeky Linux beginner can easily figure out how to mount several
hard drives at different mount points in the root file system and then use symbolic links to
piece together a shared drive from multiple physical devices or make several shared
drives from one physical drive.

On my first file server I had two physical devices, mounted as such:

/mnt/sambal
/mnt/samba?

On the sambal drive, [ had a common folder with the following subfolders:

/mnt/sambal/common/Books
/mnt/sambal/common/Photos
/mnt/sambal/common/Music

! However, you can be certain that any off-the-shelf NAS device you can buy is running
some lightweight version of Linux.

4 of 35



Creating a Basic NAS with Ubuntu Linux Tad Harrison

The Music folder was growing in size and was dangerously close to exceeding the size of
the disk drive. Unfortunately, it seemed that I couldn’t move it anywhere since all of the
Windows computers in the house had a shared drive that pointed to common. People’s
Winamp libraries would break if I changed the path to the music folder tree.

After some thought, I realized that it was trivial to completely reconfigure the physical
locations of the folders while retaining the same apparent logical configuration to the
Windows machines.

I first moved the MP3s to samba2.

On samba2, I now had the users home drives as well as all of the MP3s:

/mnt/samba2/home
/mnt/samba2/common/Music

I then used symbolic links in another directory to dummy up how I wanted the shared
drive to really look:

lrwxrwxrwx 1 root root 24 Sep 28 2006 Books -> /mnt/sambal/common/Books/
lrwxrwxrwx 1 root root 24 Sep 28 2006 Music -> /mnt/samba2/common/Music/
lrwxrwxrwx 1 root root 25 Sep 28 2006 Photos -> /mnt/sambal/common/Photos/

This allowed me to present all of my media on a single share that really is stored on
multiple hard drives.

This is just one example of the flexibility that a Linux file server gives you. With a little
bit of work, you can have cron jobs running Perl scripts that do wonderful things with
your files while you sleep.

For example, I have a cron job that goes through my MP3 collection at night and changes
ownership and group and makes all of them read-only. This makes it so that any rogue
Windows machine cannot change an MP3 after the first day it was uploaded. No matter
how much the Windows viruses want to do so, they will be blocked by the Linux file
permissions.

I have another cron job that runs every hour looking for new MP3s and runs a relatively
compute-intensive open-source volume normalization tool® on them so that my entire
library has normal volume levels without me lifting a finger.

2 MP3Gain: http://mp3gain.sourceforge.net/
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Preparation

Configure the PC

Choose a nice slightly older Intel PC for your installation.
Make sure you have removed everything that you will ever need from the hard drive.

Since we are building a server, it would be nice if the server would automatically restart
after a power failure. This is usually an option in modern BIOS setup.

Go in to your PC’s BIOS setup screen (totally hardware dependent how you do this) and
make the following two changes:

* Configure the machine to restart after power failure.
* Configure the boot order to boot from CD first.

Plug the PC into your network. The machine will need Internet access during the
installation. You will need to use a wired connection — a wired connection is always
there, while wireless requires much setup before the connection is available.

Download the Software

On another machine, download the Ubuntu Server CD image and burn the ISO image to
CD (most disk burner programs have a “burn disk from ISO image” option).

Get Ubuntu Server 8.04 LTS® from here:
http://www.ubuntu.com/getubuntu/download

? Time marches on, so perhaps when you read this, Ubuntu Server will be up to a higher
version. Make sure you get “Server Edition” and “LTS” for “Long Term Support.” These
steps can still be used as a guide to follow as you install your version.
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Download Ubuntu | Ubuntu

2 http:/ /www.ubuntu.com/getubuntu/download A Qr Google

* Products ™ Support ™ Community ™ Partners ™ News

Search

Ubuntu Server on
Amazon EC2
Beta users wanted »

Get Ubuntu

» What is Ubuntu? ‘ouare here:  Home » Get Ubuntu » Download Ubuntu

¥ Get Ubuntu

» Download Ubuntu Download an Ubuntu CD

» Buy Ubuntu CDs and DVDs

» Request free CDs (Shipit) . .
bt Upgrade F = | Desktop Edition

Server Edition
(currently selected)

» Release Notes
» How to Mirror Ubuntu
»

The Ubuntu Countdown Choose a version What do | need to create and

?
» Software Catalogue O Ubuntu 8.10 (the latest version): Includes the latest | |5 ™ Uountu €07

» Merchandise * A blank CD and the ability to
Py ® Ubuntu 8.04 LTS: Released April 2008 and maintained "burn” blank CDs
> Lase Studles = A modern Intel or AMD

compatible computer
At least 256MB of RAM

Get Ubuntu ["United States Gigenet =~ Installation requirements »
Get Support — — —
@ ppo After your download begins you'll be given additional instructions

¢ Begin Download |p

on how to create and use your Ubuntu CD.
\ L y

ﬁ'll'# Get Involved

Custom Options Even more options
% Get Developing Only change these if you know you need different values. . Text basle.d "altemate ) W
) Computer Architecture installer” installation disk
= Bit Torrent
® 32bit version: This works with most computers « The Windows based “Wubi”
The a () 64bit version: May provide additional capabilities to installer

untu=%' % computers that are able to use 64bit software * DVD images containing
op - \,*i - ! additional lanquages .
Y

Figure 1: Select these options

The downloaded ISO image is half a gig.
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Installation (15 minutes!)

Screen: Language Selection

Language

Arabic
Benapyckas
BbArapcku
Bengali
Bosanski
Catala
Cestina
Dansk
Deutsch
Dzongkha
EAANVLKE
Esperanto
Espafiol
Eesti
Euskaraz
Suomi
Francais
Galego
Gujarati

Hindi

Hrvatski
Magyarul

Bahasa Indonesia
Italiano

BaE

:jaf'_amn@o

Khmer

T3]

Kurdi
Lietuviskai
Latviski
MaKeaoHCKW
Malayalam

Norsk bokmal
Nepali
Nederlands
Norsk nynorsk
Punjabi (Gurmukhi)
Polski

Portugueés
Romana
PyCCKWR
Samegillii
Slovencina
Slovenscina
Shgip
Svenska
Tamil

Thai
Tagalog
Tlrkce
YKpalHCbKa
TiEng viet
Holof

ST (faf 1)
P (EE)

Tad Harrison

Portugués do Brasil
F4 Modes FS Ac

Hehreuw

F1 Help F2 La F3 Keymap hility F6 Other Options

Choose English and hit the ENTER key.

Screen: Boot

.‘\i ﬂﬁpﬁﬂ ﬁﬂ‘\ﬁn?ﬂm

Boot from first hard disk

s F4 to select alternati

rt-up and installation modes.

F1 Help F2 La F3 Keymap F4 Modes FS Ac hility F6 Other Options

Use arrow keys to select Install Ubuntu Server and hit ENTER.
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Screen: Choose language

[1!] Choose language |

Please choose the language used for the installation process. This
language will he the default language for the final system.

This list is restricted to languages that can currently be displayed.

Choose a language:

Albanian Shoip
Arabic e
Basgue Euskaraz
Belarusian Benapyckas
Bosnian Bosansk i
Bulgarian BbArapckm
Catalan Catala
Chinese (Simplified) P37 (T ik )
chinese (Traditional) - X (EE#)
Croatian Hrvatski
Czech Cestina
Danish Dansk
Dutch Nederlands

<Go Back>

Enter> activates buttons
Choose English and hit ENTER.

Screen: Choose language (2)

[!1!] Choose language |

Based on your language, you are probably located in one of these
countries or regions.

Choose a country, territory or area:

Australia
Botswana
Canada

Hong Kong
India
Ireland

New Zealand
Nigeria
Philippines
Singapore
South Africa
United Kingdol
2imhabwe
other

<Go Back>

<Tah> e S selects; <Enter> activates huttons

Choose United States and hit ENTER
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Screen: Ubuntu installer main menu

1 [!] Ubuntu installer main menu [

You can try to have your keyboard layout detected by pressing a
series of keys. If you do not want to do this, you will be able to
select your keyhoard layout from a list.

Detect keyboard layout?

<Go Back> <Yes> [<No>)]

Tah> moves hetween items; <Space> selects; <Enter> activates buttons

At this point, you could follow the instructions to have Ubuntu detect your keyboard, but
I tried it and it is more trouble than it’s worth, asking you a dozen questions about funny
characters on your keyboard.

Assuming American English, use the arrow keys to select No and hit ENTER.

Screen: Ubuntu installer main menu (2)

['] Ubuntu installer main menu
The origin of the keyboard:

Romania

+

Russia

Serhia

Slovakia

Slovenia

South Africa

Sri Lanka
1
|
+

Spain
Sweden
Switzerland
Syria
Tajikistan
Thailand

TUI“KEH

Ukraine

United Kingdom
Uzbekistan
Vietnam

<Go Back>

hetween items; < > selects; <Enter> acti

Use the arrow keys to choose USA and hit ENTER.
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Screen: Ubuntu installer main menu (3)

1 [!] Ubuntu installer main menu |

There are more than one keyhoard layouts with the origin you
selected. Please select the layout matching your keyhoard.

Keyboard layout:

USA - Alternative international (former us_intl)
UsSA - Classic Dwvorak

USA - Colemak

USA - Dvorak international

USA - Dvorak

USA - Group toggle on multiply/divide key
USA - International (AltGr dead keys)

UsA - International (with dead keys)

UsA - Left handed Dvorak

UsSA - Macintosh

USA - Right handed Dworak

USA - Russian phonetic

USA - Hith Eurosiin on 5

<Go Back>

Tah> moves hetween items; <Space> selects; <Enter> activates buttons

Again, use the arrow keys to select USA and hit ENTER.

At this point you will see a progress bar on the screen as Ubuntu checks your hardware
setup and loads drivers.

Screen: Configure the network

1 [!'] Configure the network |
Please enter the hostname for this system.

The hostname is a single word that identifies your system to the
network. If you don't know what your hostname should be, consult your
network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:

kermit

<Go Back> <Continue>

hetween ite (Spa sele ; <Enter> activates buttons

Change the default server name ubuntu to something useful and hit ENTER. I have
entered kermit here. My machine will appear as kermit on my network.
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Screen: Configure the clock

[!'] Configure the clock

Select your time zone:

Eastern
Central
Mountain
Pacific
Alaska
Hawaii
Arizona

East Indiana
Samoa

<Go Back>

Tah> moves hetween items; < e> selects; <Enter> activates buttons

Choose your time zone and hit ENTER.

Screen: Partition disks

1 [!!] Partition disks |

The installer can guide you through partitioning a disk (using
different standard schemes) or, if you prefer, you can do it
manually. With guided partitioning you will still have a chance later
to review and customise the results.

If you choose guided partitioning for an entire disk, you will next
he asked which disk should he used.

Partitioning method:

se entire disk
Guided - use entire disk and set up LYM
Guided - use entire disk and set up encrypted LVM
Manual

<Go Back>

Tab> moves between items; <Space> selects; <Enter> activates buttons

You may have more options shown on this screen if there are old partitions on the
machine.

Select Guided — use entire disk and hit ENTER.
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Screen: Partition disks (2)

1 [!!] Partition disks |

Note that all data on the disk you select will be erased, but not
hefore you have confirmed that you really want to make the changes.

Select disk to partition:
1 (0,0,0) (sda) - 33.6 GB ATA Virtual HDD [0]

<Go Back>

Tah> moves hetween items; < e> selects; <Enter> activates buttons

Choose the first option. (In this example, I am running the build inside a virtual machine).

Screen: Partition disks (3)

1 [!!] Partition disks |

If you continue, the changes listed below will be written to the
disks. Otherwise, you will be able to make further changes manually.

HWARNING: This will destroy all data on any partitions you have
removed as well as on the partitions that are going to he formatted.

The partition tables of the following devices are changed:
SCSI1 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI1 (0,0,0) (sda) as ext3
partition #5 of SCSI1 (0,0,0) (sda) as swap

HWrite the changes to disks?

<Go Back>

moves between items; < e> selects; <Enter> activates buttons

Use the arrow keys to select Yes and hit ENTER.
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At this point, the Ubuntu base system will be installed on your hard drive. This may take
anywhere from ten minutes to over a half hour, depending on the age of your machine.

Screen: Set up users and passwords

1 [!!] Set up users and passwords |

A user account will he created for you to use instead of the root
account for non-administrative activities.

Please enter the real name of this user. This information will be
used for instance as default origin for emails sent by this user as
well as any program which displays or uses the user's real name. Your
full name is a reasonable choice.

Full name for the new user:

<Go Back> <Continue>

Tah>

moves between items; < e> selects; <Enter> activates buttons

Following the instructions on the screen, enter your full name (or the name you want to
use) and hit ENTER.

Screen: Set up users and passwords (2)

1 [!!] Set up users and passwords |

Select a username for the new account. Your first name is a
reasonable choice. The username should start with a lower-case
letter, which can he followed by any combination of numbers and more
lower-case letters.

Username for your account:

<Go Back> <Continue>

Tah>

moves between items; < e> selects; <Enter> activates buttons
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The installer will provide a default short username for you. If you want to change it,
please be sure to follow the username format rules shown on the screen.

Hit ENTER to go on.

Screen: Set up users and passwords (3,4)

[!!] Set up users and passwords

A good password will contain a mixture of letters, numbers and
punctuation and should he changed at regular intervals.

Choose a password for the new user:

KKK AR ACKKK KK

<Go Back> <Caontinue>

Tab> moves between items; <Space> selects; <Enter> activates buttons

Enter a password for your new account, hit ENTER, and then enter the same password a
second time to confirm.
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Screen: Configure the package manager

[!] Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter
the proxy information here. Otherwise, leave this hlank.

The proxy information should be given in the standard form of
"http://[[user] [:pass] @ host [:port] /",

HTTP proxy information (blank for none):

<Go Back> <Cont inue>

Tab> moves between ite e> selects; <Enter> activates buttons

Tad Harrison

Unless you have to use a special HTTP proxy server, just leave this blank and hit

ENTER.

Screen: Software selection

1 [!] Software selection |
At the moment, only the core of the system is installed. To tune the
system to your needs, you can choose to install one or more of the
following predefined collections of software.

Choose software to install:

<Go Back> <Caont inue>

Tah> mo hetween ite > selects; <Enter> activ s buttons

We are going to set up a basic Network Attached Storage device, so we need to install

Samba.
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In addition, we want to hide the machine, sans monitor and keyboard, in a closet
somewhere, so we will need to install OpenSSH so we can use a SSH client from
Windows or OS X to connect to the server.

Use the arrow keys and the SPACE bar to select OpenSSH server and Samba File
server and then hit ENTER.

Screen: Finish the installation

1 [!!] Finish the installation |
Installation complete
Installation is complete, so it is time to boot into your new system.
Make sure to remove the installation media (CD-ROM, floppies), so

that you boot into the new system rather than restarting the
installation.

<Go Back>

Tab> moves between items; <Space> selects; <Enter> activates buttons

Congratulations!

You are done with the installation.

Now, remove the CD-ROM, use the arrow keys to select Continue, and hit ENTER.

If your server boots up, eventually showing you a login prompt, then all is good. Skip the
next section and go on to Configuring The Server on page 22.

If you get a scary Unable to boot message or you enter a reboot loop, then read the next
section.
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Screen: Bootup Error

[Starting up ...

1is kernel requires the following features not present on the CPU:
0:6

nable to boot - please use a kernel appropriate for your CPU.

This is what I saw when I tried to boot. A bit of research showed that this is a result of the
Ubuntu server kernel being compiled for a system with “PAE” support.

According to Wikipedia, this stands for “Physical Address Extension” and is used for
accessing memory beyond 4GB.

Since we are making a teeny tiny NAS server, we can swap out the fancy kernel for a
version that doesn’t have the fancy extensions, and nobody will notice (except you,

because the new one will actually work).

Now, boot from the CD
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Screen: Boot

.“CA nnSnnadenn
&

Ir 11 Ubu
Check Cn far

e a broken

Boot from first hard dis

F1 Help F2 Language F3 Keumap F4 Modes FS Acc ibility F6 Other Options

Use the arrow keys to select Rescue a broken system and hit ENTER.

Now go through the language and keyboard prompts, answering them as before.
You will also have to provide your machine name and the time zone.

Screen: Enter Rescue Mode

[!'!] Enter rescue mode |
Enter a device you wish to use as your root file system. You will be
able to choose among various rescue operations to perform on this
file system.

Device to use as root file system:

/d

all
/dev/sda2
/dev/sdas

<Go Back>

s huttons

Choose /dev/sdal and hit ENTER.
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Screen: Enter rescue mode (2)

1 [!!] Enter rescue mode

Rescue operations

Execute a shell in /d al

Execute a shell in the installer environment
Reinstall GRUB hoot loader

Choose a different root file system

Reboot the system

<Go Back>

Tab> moves between items; < e> selects; <Enter> activates buttons

Tad Harrison

Choose the first Execute a shell option and hit ENTER; it will have the same device

name that you chose in the previous screen.

Screen: Enter rescue mode (3)

[!] Enter rescue mode |

After this message, you will be given a shell with /dev/sdal mounted
on "/". If you need any other file systems (such as a separate
"susr'), you will have to mount those yourself.

Executing a shell
<Go Back> <Cont inue>

Tab> mo hetween items; < = s; <Enter> activ s buttons

Choose Continue and hit ENTER.

Now you will be at a # prompt.
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Type the following:
# apt-get update
Wait for operation to complete. You may have to hit ENTER to get the # prompt back.

# apt-get install 1linux-386

You will be prompted (Y/n) before the install. Hit ENTER to accept the default and do
the install. Wait for the operation to complete.

# apt-get remove linux-server

You will be prompted (Y/n) before the removal. Hit ENTER to accept the default and do
the removal. Wait for the operation to complete.

# exit

Screen: Enter rescue mode (4)

Rescue mode

1 [!!] Enter rescue mode

Rescue operations

Execute a shell in /dev/sdal

Execute a shell in the installer environment
Reinstall GRUB hoot loader

Choose a different root file system

<Go Back>

Tah> moves hetween items; <Sp: selects; <Enter> activates huttons

Remove the CD-ROM from the drive.

Use the arrow keys to select Reboot the system and hit ENTER.
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Configuring The Server

Some Ubuntu Basics

All work is done using the admin account that you created when you installed your
system. No one typically logs into Ubuntu as root.
In order to do something that requires root privileges, use the sudo command.

For example, to perform a shutdown, do this:
$ sudo shutdown -h now
Ubuntu will prompt you for your password and then perform the task.

Install applications using apt-get command:

$ sudo apt-get install samba
$ sudo apt-get install openssh-server

You can find the IP address of the new server by using the ifconfig command.

Restart samba (or any other service) by calling its startup script with full path:

$ sudo /etc/init.d/samba restart

All startup scripts live under the same path: /etc/init.d

Basic file editing can be done with either vi (if it suits you) or the much simpler and more
friendly nano editor.

For example, to edit the samba configuration file (a task that requires root privileges):

$ sudo nano /etc/samba/smb.conf

Booting your New Server
Here’s what you get after restart and login®.

* You might see some strange error messages flying by as the server starts up. Some of
these are meaningful, while others may be harmless. For example, I had installed my
server inside a virtual machine, so when the startup process tried to change the system
clock, the VM software didn’t allow that, and Ubuntu showed an error saying that the
hardware system clock couldn’t be changed.
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» Starting kernel log daemon...

» Starting OpenBSD Secure Shell server sshd
» Starting Samba daemons

» Starting the Winbind daemon winbind

* Starting deferred execution scheduler atd
» Starting periodic command scheduler crond
* Rumning local boot scripts (setcs/rc.local)

buntu 8.04.2 kermit ttyl

kermit login: davy

Last login: Sun Feb 15 00:19:08 EST 2009 on ttyl
Linux kermit 2.6.24-23-386 #1 Sun Jan 25 23:32:00 UTC 2009 i686

The programs included with the Ubuntu system are free software:
he exact distribution terms for each program are described in the
individual files in susrsshare/doc/=/copyright.

buntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
pplicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/

First update the directory of available packages:
$ sudo apt-get update
Now upgrade the basic system packages:

$ sudo apt-get upgrade

mpacking replacement initscripts ...
[Setting up linux-image-2.6.24-23-server (2.6.24-23.48)

ipdate-initramnfs: Generating /boot/initrd.img-2.6.24-23-server

ot updating initrd symbolic links since we are being updated/reinstalled
(2.6.24-23.46 was configured last, according to dpkg)

ot updating image symbolic links since we are being updated-/reinstalled
(2.6.24-23.46 was configured last, according to dpkg)

unning postinst hook script /sbin‘update-grub.

[Searching for GRUB installation directory ... found: /boot/grub

[Searching for default file ... found: /boot/grub/default

Testing for an existing GRUB menu.lst file ... found: /boot/grubsmenu.lst
[Searching for splash image ... none found, skipping ...

[Found kernel: /boot/umlinuz-Z.6.24-23-386

[Found kernel: /boot/umlinuz-2.6.24-23-server

Found kernel: /boot/memtest86+.bin

pdating /boot/grub/menu.lst ... done

[Setting up linux-ubuntu-modules-2.6.24-23-server (2.6.24-23.37)
ipdate-initramfs: Generating /boot/initrd.img-2.6.24-23-server

[Setting up initscripts (2.86.ds1-14.1ubuntu45.1)

At this point, we can log in using ssh from a more comfortable machine.

In order to connect via ssh, you will need to know your new server’s IP address. Use the
ifconfig command for this.

$ ifconfig

Look for a line saying inet addr: under eth0.

23 of 35



Creating a Basic NAS with Ubuntu Linux Tad Harrison

That line should show your machine’s IP address (probably issued by your router).

If you are a Windows user, you might want to use PuTTY:
http://www.chiark.ereenend.org.uk/~sgtatham/putty/

If you are a Macintosh or Linux user, you can run the ssh command from within a
terminal window.

00 davy@kermit: ~ — ssh — 80x24

% ssh davy@lB.2?11.55.4
davy@lA.211.55.4 's password:
Linux kermit 2.6.24-23-356 #1 Sun Jon 25 23:32:88 UTC 2089 i656

The programs included with the Ubuntu system ore free softwore;
the exact distribution terms for each progrom are described in the
individual files in Aust/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY MO WARRANTY, to the extent permitted by
applicable Law.

To access official Ubuntu documentation, please visit:
http://help..ubuntu.cond

Last login: Sun Feb 15 1A:42:43 2689 from 10.211.55.2
davyekermit:-4 J|

Setting a Static IP Address

For any of the server configurations in this document you will likely want to set a static
IP address. This is especially important for small-scale operations, like your home, where
you likely don’t have a fancy DNS setup and your DHCP server is built in to your
hardware router.

Make sure you select an address that fits the following:

* It must be within the range of your network (typically 192.168.1.2 —
192.168.1.254).

* It must not be in use anywhere else in your network. This will cause you endless
grief if overlooked.

* The address must not be in the range of addresses that your DHCP server uses to
issue addresses.

Make a backup copy of the original interfaces file.
$ sudo cp /etc/network/interfaces /etc/network/interfaces.orig
Edit the interfaces file, shown in Listing 1, and make the changes shown in Listing 2.

$ sudo nano /etc/network/interfaces

|# This file describes the network interfaces available on your system

24 of 35



Creating a Basic NAS with Ubuntu Linux Tad Harrison

# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto etho0
iface eth0 inet dhcp

Listing 1: Original interfaces file

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

auto etho0

# Comment out original line

# iface eth0 inet dhcp

# Now add new lines for the static configuration

iface eth0 inet static
address 10.1.10.150 # Your IP address
netmask 255.255.255.0 # Keep this value

network 10.1.10.0 # [same first three octets] . 0
broadcast 10.1.10.255 # [same first three octets] . 255
gateway 10.1.10.1 # [same first three octets] . 1

Listing 2: Modified interfaces file

Edit the resolv.conf file and set the name server address following Listing 3. This
example is configured to use OpenDNS servers for naming.

$ sudo nano /etc/resolv.conf

# You can enter up to three lines of type “nameserver ip-address”
# Use your ISP name servers or one of the options below

# Use this section if you wish to use OpenDNS name servers
# (see www.opendns.com for details)

nameserver 208.67.222.222

nameserver 208.67.220.220

# Use this section if your router is configured as a name server
# This should point to your router gateway address
# nameserver 192.168.1.1

Listing 3: resolv.conf file
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Since you are no longer using DHCP to request an address, you should disable the DHCP
client. I recently set up an Ubuntu server with a static [P address, only to find that it had
magically changed addresses in the middle of the night. This was due to a still-running
DHCEP client process.

The easiest way to permanently disable DHCP is to remove the client altogether:

$ sudo apt-get remove dhcp3-client

Finally, restart the network:

$ sudo /etc/init.d/networking restart

Setting Up Time Synchronization

If you are going to run a server of any kind, it will likely be running for hundreds of days.
Indeed, when I run uptime on the MP3 file server machine I have running in the kids’
closet, I get the following:

23:05:09 up 138 days, 23 min, 1 user, load average: 0.23, 0.06, 0.02

It looks like something must have happened 138 days ago — maybe someone tripped
over the plug when they were digging into the back of the closet. Linux is robust. And
this is an ancient Toshiba Infinia Pentium II 200mhz machine from 1997.

Anyway, you can imagine how important it is to have active time synchronization if you
are going to have your dodgy old machine running for months at a stretch. You not only
want your times to be consistent with other servers and with reality, but you want to
avoid any strange jumps in time that may make logs difficult to interpret.

There are two basic tools for setting time on your server. The first one is a good way to
get your server time set correctly right now.

Update your time on demand as such:

$ sudo ntpdate ntp.ubuntu.com

This is a nice way to set the clock accurately, and some people use a cron job to run this
command daily to bring their clock back in line with the rest of the world.

The problem with this approach is that it can cause abrupt jumps in time, making logs

look funny.

A more genteel approach is to use the ntp daemon.

$ sudo apt-get install ntp
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This will obtain and configure the ntp daemon. This background process checks the time
server regularly and applies tiny incremental changes to your system clock until it is in
sync.

It is a good idea to perform the brute-force ntpdate method first before starting the ntp
daemon. Otherwise the daemon may take a long time to bring the system clock in sync,
and it might even give up if the clock is too far off.

Configuring the File Server

Backup Samba Configuration

Everything about Samba configuration is found in a single file called smb.conf.
Make a backup copy of the original smb.conf file.

$ sudo® cp /etc/samba/smb.conf /etc/samba/smb.conf.orig

Create Directories
For this basic configuration, we will create a directory for each public folder.

We will create two: public and common.

sudo mkdir /home/public

$
$ sudo chmod 777 /home/public/

sudo mkdir /home/common
sudo chmod 777 /home/common/

$
$

Configure Samba
Edit the Samba configuration file:

$ sudo nano /etc/samba/smb.conf

Replace everything with the following:

[global]
workgroup = MSHOME
server string = Kermit's Samba Server
encrypt passwords = yes
wins support = yes
local master = yes
domain master = no
guest account = nobody
disable spoolss = yes
security = share
guest ok = yes
guest only = yes

> Again, everything you do on your server will need to be prefixed by the sudo command
so that the command is executed with root privileges.
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force user = nobody
force group = nogroup
create mask = 0777
directory mask = 0777

[ common ]
comment = Common Folder
path = /home/common
public = yes
writable = yes

[public]
comment = Public Folder
path = /home/public
public = yes
writable = yes

Listing 4: smb.conf

You can replace the workgroup with your own Windows workgroup. Likewise, you
might wish to replace Kermit’s Samba Server with something more appropriate.

Any time you modify this file, you should restart your Samba service:

$ sudo /etc/init.d/samba restart

You should now be able to see the shares on your Windows network. Go ahead and play

around, creating folders from Windows and the like.
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Important Notes

This is a very simplistic server. You can happily use it like it is, allowing your family to
store homework or other things on folders in the shared area, visible to all machines in
the house. If you want to do fancier things, such as give individual users personal
network drives, you should do some investigation of Samba on the web.

This is not a backup solution. It simply provides a shared hard drive on your network, just
as prone to failure as the one in your desktop machine. Make sure you have a backup
solution in place. You might simply use a tool like Microsoft’s SyncToy® to copy files
from the network drive to an external USB drive from time to time.

% SyncToy:
http://www.microsoft.com/prophoto/downloads/synctoybeta.aspx
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Appendix A — GNU Free Documentation License

GNU Free Documentation License
Version 1.2, November 2002

Copyright (C) 2000,2001,2002 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful document "free" in the sense of freedom: to
assure everyone the effective freedom to copy and redistribute it,
with or without modifying it, either commercially or noncommercially.
Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible
for modifications made by others.

This License is a kind of "copyleft", which means that derivative
works of the document must themselves be free in the same sense. It
complements the GNU General Public License, which is a copyleft
license designed for free software.

We have designed this License in order to use it for manuals for free
software, because free software needs free documentation: a free
program should come with manuals providing the same freedoms that the
software does. But this License is not limited to software manuals;
it can be used for any textual work, regardless of subject matter or
whether it is published as a printed book. We recommend this License
principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that
contains a notice placed by the copyright holder saying it can be
distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The "Document", below,
refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you
copy, modify or distribute the work in a way requiring permission
under copyright law.

A "Modified Version" of the Document means any work containing the
Document or a portion of it, either copied verbatim, or with
modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of
the Document that deals exclusively with the relationship of the
publishers or authors of the Document to the Document's overall subject
(or to related matters) and contains nothing that could fall directly
within that overall subject. (Thus, if the Document is in part a
textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical
connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding
them.

The "Invariant Sections" are certain Secondary Sections whose titles
are designated, as being those of Invariant Sections, in the notice
that says that the Document is released under this License. If a
section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero
Invariant Sections. If the Document does not identify any Invariant
Sections then there are none.
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The "Cover Texts" are certain short passages of text that are listed,
as Front-Cover Texts or Back-Cover Texts, in the notice that says that
the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the
general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available
drawing editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input
to text formatters. A copy made in an otherwise Transparent file
format whose markup, or absence of markup, has been arranged to thwart
or discourage subsequent modification by readers is not Transparent.
An image format is not Transparent if used for any substantial amount
of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain
ASCII without markup, Texinfo input format, LaTeX input format, SGML
or XML using a publicly available DTD, and standard-conforming simple
HTML, PostScript or PDF designed for human modification. Examples of
transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by
proprietary word processors, SGML or XML for which the DTD and/or
processing tools are not generally available, and the
machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself,
plus such following pages as are needed to hold, legibly, the material
this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" means
the text near the most prominent appearance of the work's title,
preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose
title either is precisely XYZ or contains XYZ in parentheses following

text that translates XYZ in another language. (Here XYZ stands for a
specific section name mentioned below, such as "Acknowledgements",
"Dedications"”, "Endorsements", or "History".) To "Preserve the Title"

of such a section when you modify the Document means that it remains a
section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which
states that this License applies to the Document. These Warranty
Disclaimers are considered to be included by reference in this
License, but only as regards disclaiming warranties: any other
implication that these Warranty Disclaimers may have is void and has
no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either
commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies
to the Document are reproduced in all copies, and that you add no other
conditions whatsoever to those of this License. You may not use
technical measures to obstruct or control the reading or further
copying of the copies you make or distribute. However, you may accept
compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and
you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have

printed covers) of the Document, numbering more than 100, and the
Document's license notice requires Cover Texts, you must enclose the
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copies in covers that carry, clearly and legibly, all these Cover
Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
the back cover. Both covers must also clearly and legibly identify
you as the publisher of these copies. The front cover must present
the full title with all words of the title equally prominent and
visible. You may add other material on the covers in addition.
Copying with changes limited to the covers, as long as they preserve
the title of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit
legibly, you should put the first ones listed (as many as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Document numbering
more than 100, you must either include a machine-readable Transparent
copy along with each Opaque copy, or state in or with each Opaque copy
a computer-network location from which the general network-using
public has access to download using public-standard network protocols
a complete Transparent copy of the Document, free of added material.
If you use the latter option, you must take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure
that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that
edition to the public.

It is requested, but not required, that you contact the authors of the
Document well before redistributing any large number of copies, to give
them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under
the conditions of sections 2 and 3 above, provided that you release
the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution
and modification of the Modified Version to whoever possesses a copy
of it. 1In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct
from that of the Document, and from those of previous versions
(which should, if there were any, be listed in the History section
of the Document). You may use the same title as a previous version
if the original publisher of that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified
Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five),
unless they release you from this requirement.

C. State on the Title page the name of the publisher of the
Modified Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications
adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice
giving the public permission to use the Modified Version under the
terms of this License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections
and required Cover Texts given in the Document's license notice.

H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add
to it an item stating at least the title, year, new authors, and
publisher of the Modified Version as given on the Title Page. If
there is no section Entitled "History" in the Document, create one
stating the title, year, authors, and publisher of the Document as
given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise
the network locations given in the Document for previous versions
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it was based on. These may be placed in the "History" section.

You may omit a network location for a work that was published at
least four years before the Document itself, or if the original

publisher of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications",
Preserve the Title of the section, and preserve in the section all
the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document,

unaltered in their text and in their titles. Section numbers
or the equivalent are not considered part of the section titles.
M. Delete any section Entitled "Endorsements". Such a section

may not be included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements"
or to conflict in title with any Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or
appendices that qualify as Secondary Sections and contain no material
copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the
list of Invariant Sections in the Modified Version's license notice.
These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains
nothing but endorsements of your Modified Version by various
parties--for example, statements of peer review or that the text has
been approved by an organization as the authoritative definition of a
standard.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the list
of Cover Texts in the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already
includes a cover text for the same cover, previously added by you or
by arrangement made by the same entity you are acting on behalf of,
you may not add another; but you may replace the old one, on explicit
permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License
give permission to use their names for publicity for or to assert or
imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified
versions, provided that you include in the combination all of the
Invariant Sections of all of the original documents, unmodified, and
list them all as Invariant Sections of your combined work in its
license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and
multiple identical Invariant Sections may be replaced with a single
copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by
adding at the end of it, in parentheses, the name of the original
author or publisher of that section if known, or else a unique number.
Make the same adjustment to the section titles in the list of
Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History"
in the various original documents, forming one section Entitled
"History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections
Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents
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released under this License, and replace the individual copies of this

License in the various documents with a single copy that is included in
the collection, provided that you follow the rules of this License for

verbatim copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute
it individually under this License, provided you insert a copy of this
License into the extracted document, and follow this License in all
other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate
and independent documents or works, in or on a volume of a storage or
distribution medium, is called an "aggregate" if the copyright
resulting from the compilation is not used to limit the legal rights
of the compilation's users beyond what the individual works permit.
When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves
derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these
copies of the Document, then if the Document is less than one half of
the entire aggregate, the Document's Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form.
Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may
distribute translations of the Document under the terms of section 4.
Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include
translations of some or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include
the original English version of this License and the original versions
of those notices and disclaimers. In case of a disagreement between
the translation and the original version of this License or a notice
or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements",
"Dedications", or "History", the requirement (section 4) to Preserve
its Title (section 1) will typically require changing the actual
title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except
as expressly provided for under this License. Any other attempt to
copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However,
parties who have received copies, or rights, from you under this
License will not have their licenses terminated so long as such

parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions

of the GNU Free Documentation License from time to time. Such new
versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns. See
http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number.
If the Document specifies that a particular numbered version of this
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License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or
of any later version that has been published (not as a draft) by the
Free Software Foundation. TIf the Document does not specify a version
number of this License, you may choose any version ever published (not
as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of
the License in the document and put the following copyright and
license notices just after the title page:

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled "GNU

Free Documentation License".

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts,
replace the "with...Texts." line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other
combination of the three, merge those two alternatives to suit the
situation.

If your document contains nontrivial examples of program code, we
recommend releasing these examples in parallel under your choice of
free software license, such as the GNU General Public License,

to permit their use in free software.
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